RSA® Access Manager

Web Access Management Solution

At a Glance

— Contextual authorization enforces access based on
a risk and context

— Web SSO offers an enhanced user experience

— Centralizing security ensures trust and enforces
business policy

— Integration with existing e-business infrastructures
delivers ROI

Today’s competitive global market is driving an insatiable
appetite for business models that turn digital information
into competitive advantage. The need for anytime, anywhere
access to this digital information is shared by employees,
customers, and partners. The RSA® Access Manager solution
enables organizations to cost-effectively provide secure
access to web applications within intranets, extranets,
portals and exchange infrastructures.

With RSA Access Manager, a component of RSA’s Identity
Assurance solutions, companies can secure access to web
applications and consolidate access controls for enhanced
security, and benefit from an improved user experience and
accelerated application deployment. RSA provides end-to-
end security for web portals to ensure that every user has
secure, convenient access to the information and resources
they require.

The RSA Access Manager solution delivers contextual
authorization enforcing access based on a specific risk and
business context according to policy. Contextual author-
ization is an essential technology control to mitigate risks
related to unauthorized access.
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RSA Access Manager is intended to allow organizations to
provide secure access to web applications within intranets,
extranets, portals and exchange infrastructures — with
transparent, single sign-on (SS0O) access for a positive user
experience. All while cost effectively managing users
entitlements to sensitive data within a centralized security
framework

Enabling SSO can improve communication and facilitate
business with customers, strengthen partner relationships
and bolster employee productivity. Equally important,
organizations can reduce administrative burdens and lower
costs. With RSA Access Manager software, enterprises will
be able to receive the full benefits of identity management
and seamless integration within their existing environment.

Enablement

A true enabler of meeting today’s anywhere, anytime data
access requirements, the RSA Access Manager solution is
designed to centrally manage user privileges for access to
web resources based on definable user attributes, business
rules and security policies that directly reflect the
objectives of your business.

Integration with Existing e-Business Infrastructures

To provide a truly unified security management solution,
RSA Access Manager software enables tight integration into
existing, complex, multi-vendor environments — including
web servers and application servers. It also provides native
support for databases and directory servers, allowing you to
leverage your existing user data.
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Performance and Scalability

RSA Access Manager software offers total scalability and
performance, which translates into the ability to grow with
infrastructure requirements. The product has been proven —
in live customer environments and independent testing — to
meet the scalability and raw throughput requirements of
user populations numbering into the millions. It is also
designed to enable delegated administration and automated
policy updates, alleviating the bottlenecks that plague
growing infrastructures.

Flexibility and Extensibility

RSA Access Manager software integrates with existing data
repositories, web servers and application servers, so you
can deploy with “plug and play” speed. RSA Access Manager
makes it relatively simple to map business rules to user
access policies and easy deployment allows businesses to
benefit from significantly reduced time to market critical
projects, whether they are incorporating new sites,
integrating partner sites or adding new applications. Equally
important, RSA Access Manager technology offers one of the
powerful suite of robust APIs engineered to allow easy
extension of the solution to meet custom requirements. For
technical specifications, please go to www.rsa.com.

Features

Robust Authentication and Authorization Capabilities

Providing enhanced security is at the core of everything RSA
does. All of RSA’s strong authentication solutions and more
are supported by the Access Manager solution. Its
authorization capabilities offer the flexibility for enterprises
to enforce their business policies with basic entitlements
(user, group) as well as dynamic and transactional Smart
Rules® functionality.

Heterogeneous Application and Platform Support

The quickest way to achieve a return on investment from a
web access management solution is to get it up and
running on the systems and applications an enterprise
already has deployed. RSA Access Manager software is
available on a wide array of platforms to meet customer
needs. The RSA Secured® partner program, one of the
oldest programs in the security industry, ensures that RSA
Access Manager Ready applications have passed rigorous
testing and certification and are fully supported.
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